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Entain Group Information Security Governing Policy - 
ESG 

Our Policy   
The Information Security Governing Policy establishes Entain Group’s overarching security framework 
to ensure all information—across all formats and lifecycle stages—is protected against unauthorized 
access, misuse, alteration, disclosure, or destruction. It sets mandatory principles and expectations for 
all employees, contractors, and third-party providers. 

Policy Commitments   
Entain commits to: 

• Protecting information assets by defining clear roles, responsibilities, and accountability. 

• Ensuring compliance with applicable laws, regulations, privacy requirements, and ISO-aligned 
standards. 

• Maintaining confidentiality, integrity, and availability across all systems and processes. 

• Providing a baseline security posture and guiding the development of specific security controls 
and programs. 

• Educating employees and vendors on their obligations to safeguard information. 

• Continual improvement of the Information Security Management System (ISMS). 

Information security objectives   
The ISMS is measured through objectives covering: 

Compliance, Business Continuity, Incident management, System acquisition & development, 
Access Control, Physical and environmental security, Human resources, Asset management, 
Security Governance, Policies, Risk assessment & treatment, Supplier security, Cryptography, 
Communications security, and Operations security 

Performance is assessed regularly, and deviations result in corrective actions. 

Core Security Principles   
The policy is based on five fundamental principles: 

Accountability: Every action must be attributable to an identified, authenticated individual through 
auditing and logging. 

Confidentiality: Information must be accessible only to authorized parties at all times. 

Integrity: Information must remain accurate, complete, and protected from unauthorized alteration or 
deletion. 

Authorization: Access is governed by least-privilege, role-based controls, and permitted only for 
legitimate business needs. 

Availability: Systems and data must be reliable, accessible when needed, and resilient against 
disruption. 
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Roles and Responsibilities 
• All Personnel: Understand responsibilities, comply with policies, participate in awareness programs, and 

report security incidents. 

• Director of Cybersecurity: Defines controls, maintains security policies, oversees compliance, and leads 
security governance. 

• Chief Product & Technology Officer: Holds ultimate accountability for cybersecurity. 
• Management: Ensures employee compliance and incorporates security into performance objectives. 
• Vendors & Third Parties: Must maintain aligned security policies and adhere to Entain’s security 

requirements. 

Governance & Review 
The policy is reviewed at least annually or following major business changes, with input from 
Information Security, Directors level or SMEs, Risk, and Legal. Any updates require approval from the 
Policy Steering Committee. 

Applicability 
This policy applies to all directors, employees, contractors, vendors, subsidiaries, and joint ventures 
operating on behalf of Entain. Compliance is a condition of employment or contract. 

Supporting Policies 
The governing policy sits above a suite of additional documents, including Access Control, Acceptable Use, 
Application Security, Data Classification, Incident Management, Supplier Security, Cryptography, and Network 
Security Standards among others. 
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Confidentiality statement 
All information contained in this document is PUBLIC. No copies or distribution permitted without the 
consent of the document owner. 

 

 


